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Best Practices

 
1 . Introduction

No single recent development has simultaneously affected both legal and IT departments as 
profoundly as the revised Federal Rules of Civil Procedure (“FRCP”).1  The revised FRCP, with its 
requirements that legal departments “become familiar with”their organization’s IT systems so they 
can “meet and confer”2  to discuss those systems with the opposing side in litigation3  (for example), 
require an unprecedented alignment between legal e-discovery procedures, IT capabilities, and 
records and information management practices.

The FRCP are driving organizations to change they way they conduct litigation - and indeed how 
they manage electronic information on the whole. One analyst firm predicts that organizations will 
spend more than $4 billion on e-discovery activities annually by 2009.4 On the technology side, 
other analysts have predicted that annual spending on e-discovery tools will reach nearly $5 billion 
by 2011 as companies look for ways to reduce the burden and cost of e-discovery.5  On the legal side, 
the majority of legal departments today now look to outside vendors (and outside law firms as well) 
to help them take control of their e-discovery issues.6 Not surprising, given that nearly one-half of 
companies in the US spend over 5 million dollars per year on litigation, not including the cost of 
settlements and judgments.7

1.1 Improving E-Discovery Capabilities
When the revised FRCP came into effect in December 2006, some commentators speculated that 
e-discovery issues would become the focus of nearly every subsequent civil case.  While e-discovery 
may not be the focus of every case today, at least one survey has found that e-discovery issues 
often become the focus of a matter at some point in its lifecycle.8  Recent case law demonstrates 
that e-discovery often provides a fertile battleground with high stakes for the loser. Seminal cases 
like Coleman v Morgan Stanley9  ($1.45 billion sanction related to e-discovery failures), Zubulake 
v. UBS Warburg10 ($29.3 billion award following e-discovery sanctions) and Qualcomm v. 
Broadcom11  ($8.5 million in attorneys fees) clearly demonstrate the price of e-discovery failure. 

So, how should organizations respond to the e-discovery challenge?
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Organizations seeking to improve their e-discovery capabilities—and to comply with the 
requirements of the FRCP and related rules and laws regarding e-discovery in their industry 
-should evaluate their current information environment and identify opportunities to improve 
both proactive and reactive e-discovery strategies. 

Proactive strategies, such as establishing a comprehensive records and information management 
(“RIM”) program; investing in e-discovery tools like as content analytics; and training IT staff 
to assist in e-discovery help to prepare your organization for e-discovery—thereby reducing 
costs and improving results when e-discovery is required. Reactive strategies such as establishing 
a Legal Hold policy and program; implementing search, collection and segregation capabilities; 
and improving document review processes can help to reduce the impact of e-discovery on your 
organization. 

The following are examples of activities your organization can undertake to improve both proactive 
and reactive e-discovery capabilities.

Leverage E-Discovery Tools.1)	  E-discovery tools, such as content analytics 
software that facilitates the collection and review process for responsive 
information, can provide immediate e-discovery benefits for organizations – 
even those which are just beginning to get their information environment in 
order. According to one survey, privilege review costs account for as much as 
50% of the total cost of litigation for some organizations12—a cost that can be 
substantially reduced using automated tools.

Develop and Implement Legal Hold Policies and Procedures.2)	  A Legal Hold 
policy provides the basis for your organization’s response to matters requiring 
the preservation and production of information. It establishes a standardized 
process that attorneys and IT professionals can follow when addressing the 
preservation of electronic information. According to a recent survey, a majority 
of organizations have some kind of Legal Hold directive, but all organizations 
should ensure that such directives are clear, specific, and are being complied 
with across the enterprise.

Establish and Commit to a Proactive RIM Program.3)	  Whereas Legal Hold 
policies and procedures guide your organization when it is involved in a matter, 
records and information (RIM) policies and procedures establish the framework 
for the ongoing management of information during normal business operations. 
Your RIM program provides a legal foundation for disposing of information 
that no longer has business value (and is not responsive to a matter), thereby 
allowing it to focus its resources on information that has ongoing value to the 
organization.

Establish an E-Discovery Liaison.4)	  An e-discovery liaison is an individual 
who is familiar with your organization’s systems and can assist attorneys in 
conducting e-discovery. They should be able to speak knowledgeably about the 
organization’s IT environment in the context of depositions, conferences, trials, 
and so on.13

1.2 Learning from Others
One of the most valuable ways to learn about e-discovery challenges and solutions is to investigate 
real-world cases. The remainder of this paper presents a series of industry-focused case studies 
designed to help organizations understand the e-discovery challenges faced in their industry. The 
purpose of these case studies is not to single out any organization or individual, but rather to help 
others learn from the lessons of the past to succeed in e-discovery today.
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3. E-Discovery Challenges in the Financial Services Industry

3.1 Overview
For many decades now, the financial services 
industry has relied upon computing technology 
and digital information. It is an industry that 
represents 6% of the world’s gross output of 
information, and it purchases 20% of the worlds 
computers.23 At the same time, the financial 
services industry is one of the most heavily 
regulated verticals, and it engages in an activity 
that impacts every participant in the world 
economy—from the largest corporation to the 
smallest personal bank account. The regulated 
nature of financial services requires firms in this 

industry to have better control of their information environment than companies in many other 
industries. 

In addition to individual regulatory and legal matters, financial services sometimes become 
involved in so-called “street sweeps,” where regulators seek to evaluate companies in an entire 
sector, even if the individual companies are not accused of wrongdoing. This decade has already 
seen such “sweeps” of the securities, investment banking, and mutual fund sectors, with the 
subprime lending sector the current focus of regulatory activities and litigation. By the end of 
2007, “32 class-action lawsuits [had] been filed by investors against the subprime mortgage 
lenders, Wall Street firms that underwrote MBS and CDOs, and investors who purchased shares 
of hedge funds, bond funds and other securities containing subprime mortgage exposure.”24  

While the financial services industry’s general IT sophistication is a benefit when it comes 
to e-discovery,  its operating environment—especially in the current economy—will provide 
litigation and regulatory challenges that firms should prepare for today.

3.2 Lessons from the Real World
In the course of a Securities and Exchange Commission (SEC) investigation, the SEC alleged 
that Morgan Stanley failed to produce “tens of thousands of emails,” due, in part, to its failure 
to “diligently search for backup tapes containing responsive emails.” Morgan Stanley settled the 
matter and agreed to pay a $15 million civil penalty. It also agreed to “adopt and implement 
policies, procedures and training focused on the preservation and production of e-mail 
communications.”26 This matter is not to be confused with an earlier lawsuit involving Morgan 
Stanley where a judgment of nearly $1.5B was entered into against the firm in part because of 
discovery-related issues, then later overturned on appeal.27

In a case where it was alleged that former employees of a securities firm had “used e-mail and 
small, hand-held computer storage devices to remove . . . ‘vast quantities of . . . business data and 
documents,” prior to decamping to a new securities firm, the plaintiffs were required to create and 

“There was never any doubt that the subprime mortgage market collapse 
would have an insurance impact. The question was one of extent. While 
estimates vary from $1bn to $3bn, it looks like the reality may settle at 
the upper end of the scale. The final answer will not come until 2008 or 
maybe even 2009, but history, litigation tendencies and capital markets 
point toward the worst case scenario.”

Credit Market Aftershock Threatens Professional Liability Profits25

“Federal agencies are intensifying 
a criminal investigation of the 
mortgage industry and focusing 
on whether some lenders turned a 
blind eye to inflated income figures 
provided by borrowers.”

“Government Intensifies Mortgage 
Investigation,” New York Times, May 
5, 200822
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search copies of the hard drives in their personal computers.28 Many companies in the financial 
services industry allow employees to work from home and use personal computers to conduct 
business. Such firms, and their employees, should be aware that production of information from 
such personal computers may be compelled in e-discovery.

In an employment-related case involving an investment bank, the jury awarded the plaintiff $29.3 
million after the judge granted sanctions allowing the jury to assume that missing company emails 
were unfavorable to the investment bank.  Sanctions were granted after the judge found that the 
defendant had destroyed e-mails after being specifically instructed not to.29

3.3 Taking Action
Organizations in the financial services industry can learn from the cases discussed here by taking 
the following steps to improve and extend their e-discovery capabilities:

Get your information house in order before a regulator does it for you. 1)	
Regulators have the authority to not only fine and otherwise sanction firms, but 
also to require firms to implement sweeping changes in the way information 
is managed. Most firms will find it less painful and expensive to put good 
programs in place without the pressure of regulatory scrutiny and external 
deadlines.

Make a plan to deal with the large volumes of data. Finding and organizing 2)	
gigabytes of digital information is a daunting task, even when a regulator or 
court is not looking over your shoulder. Identifying and producing responsive 
information during a matter is even more challenging, so firms should look 
at tools that can help cull nonresponsive information and aid attorneys in 
evaluating what should be produced.

Manage personal use. Although allowing employees to use personal computers 3)	
to conduct business may provide for a flexible work environment, it may also 
result in unexpected e-discovery requirements and costs. Manage the use of 
such technologies through policies and training.
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5. About Kahn Consulting

Kahn Consulting, Inc. (KCI) is a consulting firm specializing in the legal, compliance, and policy 
issues of information technology and information lifecycle management. Through a range of 
services including information and records management program development; electronic records 
and email policy development; Information Management Compliance audits; product assessments; 
legal and compliance research; and education and training, KCI helps its clients address today’s 
critical issues in an ever-changing regulatory and technological environment. Based in Chicago, 
KCI provides its services to Fortune 500 companies and government agencies in North America 
and around the world. Kahn has advised a wide range of clients, including Time Warner Cable, 
Ameritech/SBC Communications, the Federal Reserve Banks, International Paper, Dole Foods, 
Sun Life Financial, Kodak, McDonalds Corp., Hewlett-Packard, United Health Group, Prudential 
Financial, Motorola, Altria Group, Starbucks, Mutual of Omaha,  Merck and Co., Cerner 
Corporation, Sony Corporation, and the Environmental Protection Agency. More information 
about KCI, its services and its clients can be found online at: www.KahnConsultingInc.com.
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